BC/NW 2019 № 1 (34):11.3
МЕТОДЫ ЗАЩИТЫ ИНФОРМАЦИИ В ОС ANDROID
Бабак Н.Г.
[bookmark: _GoBack][image: ]
[image: ]
[image: ]

AES-CBC
[image: ]


Алгоритм шифрования ключа DEK
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Процесс проверки подлинности
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AES-CBC
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File based encryption

Android ycrpoiictBa, HaumHas ¢ Bepcuu 7.0, TOAIEPKHUBAIOT
¢aiinooe mudposanue (FBE). ®aitnoBoe mudpoBaHue Mo3BOJSET
mudpoBars  paznuuHble  (Qaldabl  pa3IMYHBIME  KIIOYaMH |
pacunpoBBIBaTh UX HE3aBUCUMO.

daiinoBoe mudposanue n06asisier HOByro ¢yHKuuo Direct Boot
(nmpsimast 3arpyska). IIpsimast 3arpyska 1mo3BosisieT padoTaTbh MPUIIOKEHUSM,
KOrjJja  yCTpPOMCTBO  OBUIO  BKIIOUYEHO, HO HE  pa30OIIOKMPOBAHO
nonb3oBateneM. Pexum Direct Boot mo ymomuaHuio He BKIIIOYEH B
NPUJIOKEHUH U TPU BKJIIOYEHUHU YJallsieT Bce MMeroIuecs J1aHHble. Panee
B Full-disk encryption 0bI10 HEOOXOAMMO BBECTH MAPOIb, MPEKIE YEM
HOJYYUTh AOCTYN K KaKUM-TTHO00 (PyHKIUSAM yCTPONCTBA.
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Cnoco0b1 ayTeHTH(PUKATMH

Android MO/IIEPKUBAET [ (137201138 CIO0COOBI
ayTeHTU(PUKAIIUU TTOJTH30BATES:
- TIH-xonx;
- Ilapoins;

- I'paduueckuii kirou;
- Ornevarok naneLa.

[Ipn mepBoM 3amycke yCTpOWCTBa IOJIb30BATENIb BBOIUT
[TNH-kox, mapons win rpaduveckuil KiIod. JDTa HadaiabHas
peructpanuss co3ga€T CIy4yallHO Cre€HEpUPOBAaHHBIA  64-
paspsaAHbll  UIAEHTHU(UKATOP O€30MaCHOCTH  MOJIb30BaTEIN
(SID — user secure identifier).
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Hlu¢ppoBanue

OTO mporecc KOAMPOBAaHUS JJAHHBIX I[OJIB30BATENsl Ha
Android yctpoiictBe. IlludpoBaHue rapaHTHUPYET, 4YTO, €CIIH
3IIOYMBINIJIEHHUK TONYYUT JIOCTYM K JaHHBIM, OH BCE paBHO HE
CMOKET UX MPOYUTATb.

B Android cymectByet aBa MeToma mudpoBaHUs:
- llonnonuckoBoe mmpposanue (full-disk encryption);

- aiisioBoe muppoBanue (file-based encryption).




image2.png
Full disk encryption

[TomnomuckoBoe mmmdpoBanne (FDE) Android ycrpoiicTBa
OCHOBaHO Ha Momayie dm-crypt, BxomsmeM B ¢GyHKIHOHaN sapa Linux.
[TonHOIIEHHOE TIOJIHOAWCKOBOE IMH(PPOBAHHE CTAI0 BO3MOXKHBIM C
BBIXOZOM Bepcur 5.0, 4YTO CBs3aHO C TIOSBJIICHHEM 64-OMTHBIX
MPOIIECCOPOB.

[Ipy mepBOM BKIIIOYEHHH YCTPOMCTBO T'€HEPUPYET CIydalHBIH
128-6utnbiii Mactep-kiatou (device encryption key miau DEK), a 3arem
XOUIMPYET €ero mapoyieM MO0 yMoiuaHuio u coiblo. [laponb 3amaéres
M0JIb30BaTeNIeM, a COJIb — CIeHEPHUPOBAHHOE yCTpoHcTBOM 128-O6uTHOE
CITy4allHO€ YHUCIIO.

C nomomisto DEK mmdpyrorcs Bce manubie. [loiap3oBarens He
BUJIUT U HE UCTOJIB3YET 3TOT KiItod. Korna noip3oBareinb MEHSET Mapodb,
TO 3aHOBO MKppyeTcs Tonbko xpaHuMblii DEK kittod, a He Bce 1aHHBbIe.
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Aaroputm mudposanus kiawya DEK
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OTKPbITbIA TEKCT
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